Global information

> Just to inform/update you about support tools, troubleshooting, scripting
tools or additional information.

> Webinar is being recorded.
> Names, questions, answers and polls are hidden

from the recording.

> Webinar will be added to LMS.
> |In case you do not have a LMS account, contact

RSO at video.support@nl.bosch.com

> At the end of the webinar there is a poll with 4 questions where we would
like to have your input.
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Webinar information

% i =00

Files Q&A Puoll
* Files is only available if the speaker allows you to download provided files.
* Q&A can be used immediately and will only be visible for everyone if the

answer is provided by RSO EMEA. If you want to ask a private question, make
us aware that the answer should kept privately.

* Poll is available for all attending people to provide feedback to the RSO
EMEA, answers will be done anonymous.

* Black bar is the notification bar.

« 3 Small icons: Full screen, help and leave the webinar. We do not
recommend to download software as provided in the help function!

* The chat function will be used for audio and video confirmation. We do not
answer questions in there!
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Tools

o BVIP LogCollector
o BVIP Logs manually collecting

o Other tools
o BaretailPro
o ExtraPutty
o TeraTerm
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BVIP LogCollector

> Old version 1.064
> New version 1.564

> Possibility to collect VRM logs

« Include VRM version <2.30 build 18

« Include VRM version 2.30 build 20
« Project build, few sites in EMEA uses this build

« Include VRM version 2.30 build 21
« Latest release of 2.30 with some bug fixes compared to build 18
« Available at the webpage of Bosch EMEA

« Include VRM version 3.00
« DIP 2000 and 6000

. 2
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BVIP LogCollector T Eee)

Select which Logs you wart to collect. .

> What is being collected S
« VRM IOgS ["] Device Logs
« Local and external [ Local Windons Logs
- Webpages
« Spanlist
o Config

« Device logs (as entered in the list)
- Maintenance logs

. toeeat Windows logs

« Event Application
« Event Security

on

Paste list of device [Psi
» Event System —
o Local System per line.

5 Security Systems
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BVIP LogCollector

> Restriction

. DIP 3000 and 7000

=B X

2§ BVIP Log Collector

=]

Name

Select which Logs you want to collect...

WRM Logs
] Device Logs
[ Local Windows Logs

YRM Logs
7] VRM s on local machine
WRM IP Address

WRM srvadmin password

Collect Logs of last |5 = | days

Collect VRM Webpages

Paste list of device IPs in
the text box. One Device
perline.

Crezte single Zip file

100115

...Downloading VR

25 BVIPLogCollector.exe
.| Changelog.bet

Date medified
10/10/2013 11:52 ...
10/10/2013 1:37 PM
1010013 0.0 st

| LogCellection_20131113 13 16.log

r H“shari(_nrlp Sharp7inl ib dll

11/13/2013 1:17 PM

Type Size

Application 36 KB
Text Document 5KB
Text Document 1KB

S5

Systermn.MNet.WebException: The remote server returned an error: (403) Forbidden.

at Systern.MNet.HttpWebRequest. GetResponse()
at VRM_LogCellector.Forml.getVRMLogs()

Security Systems
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BVIP Logs manually collecting

> Mainly for DIP 3000 and 7000
> Internet explorer need to be used (no other brand) for VRM

webpages
> Access to their C:\Program Files is required (administrator

username)
o Shared (not recommended)
« Directly at the unit
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BVIP Logs manually collecting

weiwary ___________________________________________________________________________m&FH

‘;H\ )v | . = Computer = Local Disk (C:) = Program Files (x86) ~ Bosch = Wideo Recording Manager = WRM Server ~ primary - ™ [‘n] I Search primary

Organize = o Open  Includeinlibrary = Sharewith = Mew folder

‘7 Favorites Mame Date maodified Type Size |
B Deskrop . data
4 Downloads

202013 12:13 PM File: Folder

| Recent Pl
L Recent Haces 9f20/2013 12:13PM  File Folder

5 Libraries . sl Q202013 12:13 PM File folder
3 DocUmEnts =] config 11/13/2013 §:45 &AM =ML Document ZKE
J’. Tusic | config.=ml.bak 11/13/2013 8:148 AM  BAK File 2kB
& Pictures || config.xml bak, 1 11/13/2013 8:48 &M 1 File 2KE
B videos

M Compuker

*?l_l Metwark

log Date modified: 11/13/2013 12:01 AM
File Falder
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BVIP Logs manually collecting

> Save the overview page as .mht
File > Save as > type .mht

2 http://10.0.544/

0 ~ B & X | & Bosch Video Recording Ma... %

View

Fevorites Tools Help

New session

Open...

[Edit with Notepad

Ctrl+T
Crl+K
Ctrl+N

Ctrl+0

[Save

S5ave as. Ctrl+5
Close tab Ctrl+W
Page setup...

Print... Ctrl+P

Print preview...

Send

Import and export..

Properties
Work offline
Exit

VRM Monitor

System Overview

System Recording Statistics

Time 2013-11-13 13:36:45
VRM uptime 05d21h
System uptime 05d21h

0 Save Webpage

D -
Q ’ v| Desktop »

A RS,

Search Desktop

Li]

Organize v MNew folder

Security Systems
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I Favorites 5 ibraries !
B Desktop | ] System Folder Q%
1& Downloads
%% Dropbox [ Q} Computer @f
%] Recent Places ¢ System Folder |
7 Libraries

@ Homegroup

/8 Computer
£, Local Disk (C)
[mw Local Disk (D)
a Local Disk (E)
= Local Disk (G} 7

Admin
System Folder

Bosch Video Recording

Manager.mht

MHTML Documnent

File name:  Besch Video Recording Manager.mht /

Save Igpe: (Web Archive, single file (mht)

iebpage complete (*htm:* hirg
Web Archive, single file (*.mht)

“ Hide Folders Webpage, H ML only (.htm;".html)
Text File (*.bet)

e

Even’

13) 20131113 13:35:39.453 i srvadmin@10.0.5.40
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BVIP Logs manually collecting

> Save all ‘monitoring’ pages as .mht

> Do not save the pages of ‘actions’ or even
select one of these. These options may
cause issues when you are not instructed
well. These options are only needed when
2nd |evel or 39 [evel advise you to do so.

10 Security Systems

@ﬂ @ hittp://100.5.44/dbg

File Edit View Favorites Tools Help

addUn.~ssignedD-.vices.htm
setAllTortarm.Fum
setAllToCoi ¥ nous.htm
startAlRer.ora,ngs. htm
stopAllF.ecording=.htm

reset
rew.ctErrorBlockCount. xtm
.esetspanAllocation. htm

Monitoring:

unmanagedCameras_htm
showDiscovery.htm
showR.ecordingErrors_htm
showCameras._htm
showDevices htm
ST ER 0]
responsetime.htm
showStatistics htm
showReplays him
showTranscoders him
showBackgroundDiscovererStats.him
showRetentionTimes_htm
showMemoryTimes_htm
showSecondaryBlockUsage htm
requestVsgstatistics.htm
showPoolinfo_htm
showPortMapping. htm

y y 4 )
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BVIP Logs manually collecting

> Create a zip/rar file of the folder where you have saved the

following:

° Files (C:\Program Files (x86)\Bosch\Video Recording Manager\VRM Server\primary)
« Copy of log folder
« Copy of config.xml and config.xml.bak
o Webpages saved as .mht
« Overview
« Monitoring webpages
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BaretailPro

> Easy tool (paid license)

> Investigating log files (.log)

> High light lines based on information, for example IP-addresses

#12013-10-30 00:39:26.683;deviceld=10.71.0.167"
Of2013-10-30 00:39:26.684;deviceld=10.71.0.168%

2013-10-30 00:39:26.684;deviceld=10.71.0.165"%

> Search function for easy troubleshooting or match counting

(capital sensitive).

2013-10-30

10 2013-10-30
11 2013-10-30
12 2013-10-30
13 2013-10-30
14 2013-10-30
1S 2013-10-30
16 2013-10-30

Security Systems

[ 2013-10-30 ©

00:
00:
00:
00:
00:
00:
00:

sdeviceld=10.
sdeviceld=140.
;deviceld=10.
sdeviceld=10.
;deviceld=10.
;deviceld=10.7
sdeviceld=10.7

.0
.0.
.0.
0.
.0.

.176\0;
.170\0;
+173\0;

o

oo
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BaretailPro

> Able to create search filters
« Save you a lot of time in the future searching for error codes
« If an error code is matching with other cases/tickets it does not indicate
as the same root cause. There may be different causes of the same
error code. For example: device offline can indicate as power loss but
also network loss in case it is an IP-camera.

VEM emor
0x3f

[ignore-case)

. =,
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ExtraPutty

> Free of charge
> Installer and executable
> Similar to Putty but with extra features

> Mainly used for telnet and SSH connections.

> Logging can be done
« With timestamp possibility

: 2
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ExtraPutty

> Hostname or
|P-address

> Connection type

> Load and save
settings or sessions

Security Systems
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ﬁ PuTTY Cenfiguration (Save mode : File)

Category:

= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

- Hyperinks
=~ Connection

.. Data

- Prawy

- Telnet
H].:,gin

- 55H

- Senal
':‘_."g‘tE-'ITH

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Mame (or [P address)

Connection type:
i) Baw () Telnet
(7} Cygterm

(2 Rlogin i@ 55H

Load, save or delete a stored session

Saved Sessions

Default Settings

EdraPuTTY Examile

Close window on exit:
0) Mways
(71 Never, Auto-Connect

(71 Never @ Only on clean exit

] [ Cancel

I
g
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ExtraPutty

> Logging
« All session output

o Timestamp
o On terminal and log
« Onlogonly

o Log file name and

location

16 Security Systems
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ﬁ PuTTY Cenfiguration (Save mode : File)

Categony:

= Sgssin:nn

=~ Edm PuTTY

[=- Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

- Hyperdinks
[=- Connection

- Data

- Proxy

- Telnet

- Rlogin
[+-55H

- Seral

Cptions cortrolling session lagaging

Session logging:
@ Mone () Printable output
(7 All session output (71 55H packets

(") 55H packets and rmw data

TimeStamp Type: Mone

TimeStamp Format :
[Sd/%emy Sy - S HEMES:_MIL]

Log file name:

{Log file name can contain &Y, &M, &0 for date, &T for time, and &H for host
name)

What to do if the log file already exists:
(71 Mways overwrite it

(71 Always append to the end of it

@ Ask the user every time

Flush log file frequenthy

Uptions specic to 2aH packet logging
Omit lkknown password filds
[] Omit session data

Cancel

k5
g
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ExtraPutty

> The logging looks like the following
Terminal output

« User input
« Date and time that the log was created/started
« Date and time of the in- and output

> Live update

« Notepad cannot be updated/sync, so close and open while terminal is
active

View Help

[PuTTY log 2013.11.18 13:33:40|
[18/11/13 :33:40:885]
[18/11/13 :33:40:886]

[18/11/13 133:40:886] welcome to AutoDome Jr 800 HD 10.0.5%.15%0 from 10.0.5.40[18/11/13 - 13:33:40:886]
[18/11/13 :33:47:585] srvc
[18/11/13 133:47:586] 'enter username

putty. lo g
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TerraTerm

> Free of charge
> Similar to ExtraPutty

> Mainly used for telnet and SSH connections.

> Logging can be done
« With timestamp possibility

: 2
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TerraTerm

> Enter the TCP/IP of the host.
> Select the service (port will be edited automatically)
> Protocol that is used (IPv4 or IPv6)

. Tera Term - [disconnected) E:: | (=] x

File Edit

Tera Term: New connection

@ TCPHP Host: 10.0.5.150
J| History
Service: @ Telnet TCP port: 23
S5H S55H version: 55H?

Oth
e Protocol: [IPw4

[ 0K l | Cancel | | Help |
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TerraTerm

> Enable logging of the terminal
> Browse to the location
« Enable/disable options

Savein: B Desktop

e
I Libraries
System Folder

Homegroup
* Systemn Folder

I Admin

e B

File name: eraterm log

Save as type: [AII{*_*}

Option
[ Binary Append Plain text
[] Iimestamp [ Hide dialog
|
20 Security Systems

STS-EU | 23.10.2013 | © Robert Bosch GmbH 2013. All rights reserved, also regarding any disposal, exploitation,
reproduction. editina. distribution. as well as in the event of applications for industrial prooertv riohts.

10,0.5.150:23 - Tera Term

Edit Setup Control
Mew connection...
Duplicate session

Cygwin connection

Comment to Log...

View Log

Show Log dialog...
Send file...
Transfer

S5H SCP...
Change directory...
Replay Leg...

TTY Record
TTY Replay
Print...
Disconnect
Exit

Exit Al

Window
Alt+M
Alt+D
Alt+G

Alt+P

Alt+1
Alt+ 0

) BOSCH



October 23rd

October 30th

November 6th
November 13th

November 20th

November 27th

December 4th

December 11th

December 18th

Security Systems

RSO EMEA Webinar Calendar 2013

Date

Topic

BVMS 4.5.8 up-date (DIP 3000 &
7000 only)

DIVAR IP “"DIP” Disk Management

IVA 5.60 Setup

DIP 3000/7000 over the internet
(via App & Remote client)

AutoDome 7000/5000 up-date

DIP 2000/6000 "VRM +
Transcoding" over the internet (via

App)
Up-dated BVIP log collector tool for
VRM 3.0 and older

BVC/DVR up-date

Content to be advised

Speaker

Terrence Roos

Robert Hogeweg

Sven Bindels

Kevin van der Nat

Jan Loy

Terrence Roos

Sven Bindels

Robert Hogeweg

Kevin van der Nat
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