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Note: 1.5A PS can be mounted inside either the plastic enclosure RP432B or the metal box RP432BM.
3A PS can be mounted only in the metal enclosure RP432BM1.
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Note: For mounting GSM inside a metal

enclosure, refer to the instructions supplied

with the box
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Introduction

Thank you for purchasing the LightSYS™2 hybrid security system, offering Smartphone App control
and communication flexibility as well as a choice of wired, 2-way wireless, or RISCO Bus detectors.
This simple setup procedure guide covers all common LightSYS™2 installation and programming
steps (based on factory default settings) required in order to set up a working system. For more
comprehensive instructions, refer to the LightSYS2 Installation and Programming Manual (5IN2125).

Selecting Mounting Location

Decide where to position your LightSYS™2 control panel. A central location is often the best place,
making wiring to expanders and accessories easier. It is advisable to prepare a plan of

expander/accessory physical locations in advance of the installation, as this will determine which
type of expander is required at each location.
The control panel location should:

e  Beinadry place near an AC power supply

e  Have access to the routing of cables for the system from detection devices
. Have access to the customer’s phone lines/IP network

. (In case you installed GSM/GPRS/3G/4G module before mounting the system into the desired
position) Ensure a good signal of the GSM network (Advisable to have a level of at least 4 out of 5).

Installing Hardware

Main Unit — BUS Connection

ololclolclcvivlvRklerlrlvvPRRRRRRR@
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The set of four terminals on the left of the terminal block represent the expansion bus. These

terminals support the connection of keypads and expansion modules. The connections are terminal-
to-terminal with color-coded wires, as follows:

AUXRED: +12V DC power BUS YEL: Yellow data
COM BLK: 0V common BUS GRN: Green data

Connect any/all keypads and expanders/accessories necessary for the installation using the bus
connections.

Bus Connectors

AUX COM  BUS
RED BLK YELGRN

@29
DATA DATA
DATA DATA
oV ov.
BREAK +12V AT
v INPUT TO EACH H2v
POWER SUPPLY
(KEEP 0V COMMON)
[ood] [eooe] [Pood] [eoo]

AUX COM BUS AUX COM BUS AUX COM BUS AUX COM BUS
RED BLK YEL GRN RED BLK YEL GRN RED BLK YEL GRN RED BLK YEL GRN
Expansion Module Expansion Module Power Supply Expansion Module
Bus Connectors Bus Connectors Bus Connectors Bus Connectors
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1. The parallel wiring system supports parallel connections from any point along the wiring.
The maximum wire run permitted is 300 meters (1000 feet) for all legs of the bus.

3. In case of bus communication problems, connect two 2.2KQ) resistors, one at each end of the data
bus terminals, between the green and yellow wires.

4. If connecting remote power supplies, do NOT connect the Red wire (+12v) between the Power
Supply Unit and LightSYS.

5. For long cable runs, please use the correct cable as stated in the Installation Manual, Wiring appendix.

1. Setting Bus Accessory ID Numbers

For most devices, a DIP switch number must be set to identify its ID category number.

Devices are split into ‘Families’. Each ‘Family’ of devices has sequential identification numbers
which are set by the DIP switches. Before setting power on, define each module’s ID number by
setting the dipswitches as follows:

D DIP switches D DIP switches

1 2 3 4 5 1 2 3 4 5
01 OFF |OFF |OFF |OFF |OFF 17 OFF |OFF |OFF |OFF |ON
02 ON |OFF |OFF |OFF |OFF 18 ON |OFF |OFF |OFF |ON
03 OFF |ON |OFF |OFF |OFF 19 OFF |ON |OFF |OFF [ON
04 ON |ON |OFF |OFF |OFF 20 ON |[ON |OFF |OFF |ON
05 OFF |OFF |ON |OFF |OFF 21 OFF |OFF |ON |[OFF |ON
06 ON |OFF |ON |OFF |OFF 22 ON |OFF |ON |OFF |ON
07 OFF |ON |ON |OFF |OFF 23 OFF |ON |ON |OFF [ON
08 ON |ON |ON |OFF |OFF 24 ON [ON |ON |OFF |ON
09 OFF |OFF |OFF [ON |OFF 25 OFF |OFF |OFF |[ON |ON
10 ON |OFF |OFF [ON |OFF 26 ON |OFF |OFF |[ON |ON
11 OFF |ON |OFF [ON |OFF 27 OFF [ON |OFF |[ON |ON
12 ON |ON |OFF [ON |OFF 28 ON [ON |OFF |[ON |ON
13 OFF |OFF |ON |ON |OFF 29 OFF |[OFF |ON |ON |ON
14 ON OFF |ON |ON |OFF 30 ON |OFF |ON |ON [ON
15 OFF |ON |ON |[ON |OFF 31 OFF [ON |ON |ON |ON
16 ON ON |ON |ON |OFF 32 ON |ON |ON |ON [ON

Notes: |
e Most accessories have four DIP switches, while bus detectors have five DIP switches
o IDs 9-32 are only available for bus detectors.
o If a DIP switch is changed on any device, it is necessary to shut down the device’s power and
then re-power it.

The first module in each category is defined as ID=1.
Families that have sequential ID numbers are:

¢  Keypads (LCD, LCD with proximity and wireless keypad (both 1- and 2-way)

e  Zone Expanders (8 zones expander, bus zone expander)

e Outputs (4 relay output expander, 8 open collector output expander, 2 relay output expander
on 3A power supply, 2 relay output expander on Wireless zone expander, X-10 Outputs,
again, both 1-and 2-way)

e  Power Supplies (3A switching mode power supply)

e  Bus Zones

e WL Zone Expanders
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1.  The main unit can support a maximum load of 1.4 Amp. If more current is required install
additional power supply modules (3 Amp max.).

2. On 3 AMP supervised power supplies and on the wireless expander, there are two
programmable outputs. These programmable outputs belong to the ‘Output’ family. These
outputs have dedicated DIP switches that identify the OUTPUT ID.

Maximum number of devices possible:

Total
Wired / BUS Expanders 3
BUS Zones 32
WL Zone Expanders 2
BUS Zones Expanders 4
Outputs Expanders 4
Keypads 4
1.5A or 3A Power Supply 4
BUS Sirens (ProSound / Lumin8) 4

2. Zone Inputs Connection

The following diagrams illustrate the various possible zone connections to the main unit or to
the 8 wired zones expander.

NORMALLY CLOSED NORMALLY OPEN ZONE END OF LINE ZONE DOUBLE END OF LINE
ZONE CONFIGURATION CONFIGURATION (N.C CONTACT) ZONE CONFIGURATION

zone com

1. For a zone with a tamper switch, you can use a double end-of-line resistor to save additional main
panel connections.

2. It is recommended that you use an end-of-line resistor at the far end of each hardwired zone (16 x
2.2K resistors are supplied).

3. In the LightSYS you have the ability to define separately the end-of-line resistance of the zones on
the main unit and of the wired zones for each eight-unit expander block (Quick key @ D).
Selection is done by the software with the following available options:

ID EOL DEOL ID EOL DEOL
0 Customized 7 4.7K 4.7k

1 2.2K 2.2K (Default) 8 3.3K 4.7K
2 4.7K 6.8K 9 1K 1K

3 6.8K 2.2K 10 3.3K 3.3K
4 10K 10K 11 5.6K 5.6K
5 3.74K 6.98K 12 2.2K 1.1K
6 2.7K 2.7K 13 2.2K 4.7K
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Maximum Current Flows

4% IP Module Consumption 100mA ‘
4‘{ GSM Module Consumplion 300mA ‘
Current stream direction Limit Bk
Liit
Main Panel
3A PS |—=| Consumption 2400mA
100mA
Limit
Limit @
—Di IP Module Consumption 100mA ‘
Current stream direction —Iv-| GSM Module Consumption 300mA ‘
Ligit
L Linit
Main Panel
1.5A PS = Consumption 800mA
100mA
Limit
Wi (o

Bell terminal

3. Wiring Auxiliary Devices

Use the Auxiliary Power AUX (+) COM (-) terminals to power PIRs, glass-break detectors (4-wire
types), smoke detectors, audio switches, photoelectric systems and/or any device that requires a 12V
DC power supply.

3ANote:

If the auxiliary outputs are overloaded (exceed 800/1500mA) and are shut down, you must
disconnect all loads from the outputs for a period of at least 10 seconds before you reconnect any
load to the auxiliary outputs.

4. Wiring Internal Bell

The Bell/LS terminal provides power to the internal siren. When connecting an internal sounding
device, pay attention to the polarity.

It is important to position the BELL/LS Dip Switch SW1 correctly. The position varies depending on
the type of internal siren.

To avoid bell loop fault, if no connections are made to an internal siren, use a 2.2KQ resistor in its
place.

5. Wiring Bell Tamper BELL

™P com

2| (@

Connect the bell tamper to the BELL TMP and COM terminals on
the main panel using 2.2KQ resistors in serial.
2.2 KEOL

RESISTOR
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If you DO NOT use the terminal TMP BELL, remember to connect a 2.2KQ
resistor (Resistor colors: Red, Red, Red) between TMP and COM.

6. Wiring Programmable Output 1 to Activate Self-Power Devices

Programmable output 1 can be used to activate a self-powered siren or any other self-powered

device.
olo|lovloovo|e

CcoM|[BELL{ Aux |com | BELL/LS cC__NO
™ + - UOT

2]|%)1%]1%)1%]

TMP | TMP

7. Main Unit DIP Switch settings

DIP Switch SW1 Status
1: Bell ON: Bell: For bell or electronic siren with a built-in siren driver.
OFF (Default): For loudspeaker without a built-in sound driver.

2: Default ON: Resets engineer, sub-engineer and grand master codes to their
default factory values and omits main unit front tamper alarm.
OFF (Default): Codes preserve their set values.

3: Extern - Back ~ ON: Back tamper omit is in effect. Use this setting during
Tamper Omit programming and if no back tamper has been connected to PLUG 2.
OFF (Default): No tamper omit is in effect

4: Intern — ON: Front tamper omit is in effect. Use this setting when the
Front Tamper LightSYS is installed inside the metal enclosure RP432BM1.
Omit OFF (Default): No tamper omit is in effect

Connecting BUS Detectors

Up to 32 addressable bus detectors can be assigned to the LightSYS. Bus detectors can be wired to
the main bus or to a Bus Zone Expander (BZE).
For full installation instructions refer to the instructions supplied with each bus detector.

Connecting BUS Detectors to the Main LightSYS BUS:

1. Set the bus detector ID number (1-32) using the detector's DIP switches.

For WatchOUT, LuNAR, WatchIN, BWare and Seismic set the switch that defines the
detector operation mode to bus mode.

2. Wire the bus terminals AUX(RED), COM (BLK), BUS (YEL) and BUS (GRN) to the
LightSYS Bus.

For maximum operation stability, it is best NOT to exceed a total 300 meters (1000 feet)
of wiring from the bus detector to the LightSYS panel.
LightSYS Quick Installer Guide 9



Connecting Bus Detectors using a Bus Zone Expander (BZE):

L

Set the BZE ID number (1-3) using the DIP switches SW1 1-3.

Set the BZE SW2-3 to ON position.

Wire the BZE terminals marked as TO PANEL to the LightSYS Bus.

Set the bus detector ID number (1-32) using the detector's DIP switches.

Do not repeat the same ID twice on the same BZE.
Wire each detector's bus terminals to the relevant BZE's terminals marked as TO

DEVICE.(see figure below)

For maximum operation stability, it is best NOT to exceed a total of:
300 meters (1000 feet) of wiring from the BZE to the LightSYS panel.
300 meters (1000 feet) of wiring from the BZE to the last bus detector.

LightSYS
ax cow g
Reo oK YELGRN

IO

BUS Zone Expander

R0 g ve oRn] [Rep e et GRN
TOPA

Max of 32 Bus detectors in LightSYS

i
: 2 2 P

...Up to 4 Bus Zone Expanders

BUS Zone Expander

f
...Up to 300m ..Up to 300m ‘
(1000 ft) (1000 ft) & . .

GSM Communication Module

The GSM Module provides voice and data communication on the LightSYS over the cellular

network

1.
2.
3.

U

10

Power down the LightSYS.
Plug in the GSM module to the LightSYS main board.

Insert the dedicated SIM card and, if required, enter the enabling PIN code or disable the
SIM PIN Code in advance by placing it in a cell phone and disabling the code.

Attach the antenna plate and slide it into its right-wall housing. (See figure @, page 3)

Power up the LightSYS. The green LED should flash for thirty seconds, indicating the
network signal strength, and then steadily stay lit.
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6. Perform manual setting for the GSM module. Fro

| the main engineer programming menu
select [@Q® @®@]. Select Type GSM and press “ to confirm.

To establish GPRS/3G/4G communication set up the APN (Access Point Name) and
Email according to the details instructed by the cellular provider. (Quick programming

key ®0DQ@Q)

IP Communication Module
The IP module provides data communication on the LightSYS over the TCP/IP network.
1. Power down the LightSYS.
2. Plug in the IP module to the LightSYS main board.

3. Connect the incoming LAN cable in order to enable IP Communication. Make sure that the
cable is connected to the network.

4. Power up the LightSYS and refer to the Programming IP section.

5. Perform manual setting for the IP module. From the main engineer programming menu

select [ @D @ @ O]. Select Type IPC and press 4 to confirm.

For IP communication set to dynamic IP (Quick programming key ® @ @@ ® ®)
Programming
Keys Menu Navigation

This manual explains how to program the LightSYS from the default model 432KP keypad. The
following table describes the uses of the keypad keys during programming:

@_@ 1. To enter numeric values where required.
2. For quick key programming. Press the number keys to access a
programming option.
3. To edit labels and names.

To go back (up) / quit / don’t save.

Enter / Save (to move into the displayed menu or to save the data that you
have changed).

5 Used to scroll through the menu listing.

Used to toggle displayed menu options from ‘N’ to “Y” and vice-versa.

Used to increase or decrease selected screen digital values.

If you do not know where you are in the menu structure, press ) repeatedly to return to the
main menu.

Entering Text Descriptions (Labels):

Key @ = 1,72 ()@/_+&*#
Key @ = 2abcABC Key = 8tuvTUV
Key ® = 3defDEF Key @ = 9wxyzZWXYZ
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Key @
Key ®
Key ®
Key @

4ghiGHI
5kIJKL

6mnoMNO

7pqrsPQRS

Programming Menu Concept

The LightSYS programming menu is a dynamic menu that adjusts itself to the system hardwired
devices. For example, in order to see menu option regarding wireless zones or keyfobs, first you
must add a wireless expander to the system.

Access Engineer Programming Menu

1.

First Time Power Up

1.
2.

9.
10.

Disconnect all power from the main panel
Set SW1 - 2 (Default) to ON position.

Set tamper switches SW1 3,4 to omit unused tampers according to the relevant
enclosure to prevent tamper alarm

Connect — power to the assembled mounted unit. The LightSYS panel - keypad
initialization ensues for a period of minutes.

Press the == key.

Select language. Scroll through the options and press d

Changing the language can be done also in regular operation mode by pressing

+ @simultaneously

Enter the Engineer code (default: @@ @) and press *

Correct the time and date and confirm by pressing
The system automatically enters the automatic accessories settings process option.

Move to the section "Identifying the connected devices" as described below.

Enter Engineer Programming Mode

Select [1] Programming and press ‘:

You are now in Engineer Programming mode. Move to the section "Identifying the
connected devices" described below
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Identifying the connected devices

1. Automatic Setting

By default, when entering Engineer mode with the default DIP Switch 2 in ON position , the
system will take you immediately to Auto Settings. If the keypad is already showing BUS
SCANNING, skip to step 2 below.

1.  Enter the programming key sequence @® @ (Install, BUS Devices, Automatic).

2. Press “= to begin the automatic BUS SCANNING (the Auto Settings process) in which it
identifies all the devices on the bus.

3. Verify that the keypad displays all the devices you have connected. If a device does not
appear, ensure that you have given it a unique ID within its “family”.

4. Press Y27 to accept what is being displayed, to progress through configuration screens
and to advance on to the next device found.

5. Repeat steps 3 and 4 until the presence of all devices has been confirmed and all
parameters configured.

1. When adding a zone expander you should define the zones expander resistance
compatibility, depending on the detectors you intend to connect to the expander. By
default the resistance is set to 2.2K for EOL and DEOL termination.

2.  When adding a wireless expander, define the “Omit Box Tamper” as YES if the wireless
expander is mounted inside the LightSYS housing and not in its own.

2. BusTest

The bus test (Quick key @ D ® @) sends multiple test commands to each device connected to the
system to ensure reliable connectivity.

Press # to begin the automatic BUS TEST in which every device is tested to report if

connections are 99% or higher.

If a low reading is experienced, check connections with the device and repeat the bus test.

Zones Attributes

The LightSYS supports up to 32 zones. Each zone can be defined to be a wired zone, a wireless
zones or a bus zone. The attributes for each zone vary according to the zone’s type (wired, wireless
or type of bus zone).

You can define the basic parameters for a zone using the “One By One” option or you can define

all attributes using the zones category (Quick key @D ®@).
1. From the main Engineer Programming menu select @O (Zones, Parameters)

2. Select [One By One] and press ‘=

3. Using the numeric keys, enter the desired zone number and press
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The display next to the selected zone number defines the type of zone and its location in the
system in the format XY:ZZ
X: Zone physical type (E=Wired zone, W=Wireless zone, B=Bus zone, I=Input zone)
Y: The expander ID number. “0” represent the main bus, for example:
E0:04 refers to wired zone 04 on the main board.
B0:15 refers to BUS zone 15 on the main BUS.
ZZ The serial zone number in the system (01-32)
4. Set the zones parameters as follows:

. Labels: Zone description text to give it a meaningful name. Use the numeric keys as
described in section “Keys Menu Navigation” (see page 11)
. Partitions: Using the numeric keys, select or deselect the relevant partitions to which

this zone will belong to and using the i

partition groups. To confirm press ¢

. Zone Type: Using the Up/Down keys, select the required zone type and press
o Zone Sound: Select the required zone sound while the system is set in Full Set, Part Set
or Unset.

This determines if the zone will ‘be silent’, “cause bell to activate’, ‘cause buzzer to
activate’, ‘cause bell and buzzer to activate’, ‘create keypad bleep for chime’ etc...
when the zone is opened/causes an alarm condition.
‘Buzzer’ refers to the sound emitted from the keypad(s).

. Zone Termination (Only applicable for hard-wired zones). Using the Up/Down keys,

select the required zone termination type (NO, NC, EOL, DEOL) and press ¢ .
. Zone Response: Using the Up/Down keys, select the required response time and press

. Advanced: Includes advanced attributes for a zone such as supervision for wireless
zones, bus zone parameters, forced settinging and more. .

Wireless Zones
Each of the 32 zones in the LightSYS can be defined as a wireless zone.

Step 1: Allocate a Wireless expander

1. From the Engineer menu, select QO 06 (Install, Bus Device, Manual,
WL Expander)

2. Set the receiver ID (1 or 2) and using LE , set the type to WM and press ( .
3. If the receiver is mounted inside the LightSYS box select Y to omit the box tamper. Press

and move to step 2.
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Step 2: Calibrate the Receiver
For successful communication, strength of the signal should be higher than the noise threshold level,
measured in a process termed calibration.

1. From the Engineer menu, select Q@0 (Inst\all, WL Device, RX Calibration)

2. Select the wireless expander and press (C)

3. Using the * o key, choose [Y] (Yes) to ‘Re-Calibrate’ the Wireless expander and press

Explanation:

The calibration measurement above shows the amount of background ‘noise’ that the receiver can
‘hear’ on the same frequency as the RISCO wireless devices. This ‘noise’ could be neighboring
devices of another system or other devices operating on the same frequency nearby. These are
‘“unwanted’ signals that the LightSYS wireless expander must be told ‘not to listen to’.

The threshold (set above) is the absolute minimum signal strength needed to be heard from a
wireless device in order for the receiver to effectively ‘hear it’.

Step 3: Allocating Wireless Zones

Each wireless device must identify itself to the system receiver, in a process termed “enrollment”.
Enrollment can be performed by sending an RF signal from each device, or by entering the device’s
unique serial code into the system. Enrollment can be done locally using the keypad or remotely
using the configuration software. The following steps describe quick enrollment by RF signal using a
keypad.

1. From the Engineer menu, select QOO0 (Install, Wireless Devices, Allocate, By RF)

2. Using the numeric keys, enter the desired zone number and press *:
3. The WL Receiver is in learn mode. Send a write message from your wireless zone as
shown in the table below:

Wireless Device Sending Write Message

Detector/Contact/Siren Press and hold the tamper switch for 3 seconds.

Smoke Detector Insert battery. Write message is sent automatically
within 10 seconds.

Gas, CO detectors Press and hold the test button for 3 seconds.

2 Panic Button Key fob Depress both buttons for at least 7 seconds.

Key fobs 2-Way: Depress both buttons (ﬂ and ﬁ) for at least 7
seconds.

1-Way: Depress the button ( @ ) for at least 7 seconds.

2-Way Slim Keypad Press and hold both buttons ( & and ﬁ) for at least 7
seconds.

4. Repeat steps 2 to 3 until all required wireless zones have been enrolled.
5. Continue entering the wireless zones attributes section.(see page 13)
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Bus Detectors

The following section describes the flow of adding bus detectors to the LightSYS. Bus detectors can
be programmed to the main unit or to a bus zone expander.

1.

Programming bus detectors on the main bus

Step 1: Adding Bus Detector to the Main Unit

If you have already performed Auto Settings, skip to Step 2 below: Assign Bus Detectors to a
Zone ID and set basic parameters.
1. From the main engineer menu press @O @ @ @to access the bus Zone category.

2. Press .= to move the cursor to the ID field.
3. Type the bus detector ID number as set by the detector's DIP switches (01-32)

The display "(x:yy) Type: None" represent the BUS detector location in the system. In the
0:yy designation, the 0 denotes that the bus detector is on the main unit and is not
assigned to a bus zone expander. The yy represents the bus detector ID number (up to
32) as set by the detector's DIP switches.

4.  Using the arrow keys move to the Type field. Use the L key to select the detector's

type.
5. Repeat steps 2 - 4 for other bus detectors.

Step 2: Set Bus Zone Basic Attributes
Refer to section Programming Zones Attributes to define the zone parameters. (see page 13)
Step 3: Programming the Bus Detectors Advanced Parameters

1.  From the main Engineer menu select [2] Zones > [1] Parameters > [2] By Category > [7]
Advanced > [4] BZ Parameters .

2. Select the zone number that the bus zone was assigned to and press *:
3. Configure the parameters for the relevant bus detector.

Programming Bus Detectors on a Bus Expander

Using bus expanders you can create a separate bus loop that is used only for the bus
detectors connected to it. The separate bus loop increases the total system security in case a
certain bus detector is sabotaged. Up to four bus expanders can be added to the LightSYS

Step 1: Adding the Bus Expander to LightSYS

If you already performed Auto Settings skip to Step 2 below: Assign Bus Detectors to a Zone ID
and set basic parameters.

1. From the main engineer menu press @O @ @ ®to enter the Bus Expander menu.
2. Using the arrow and numeric keys select a bus zone expander ID.

3. Using the arrow keys move to TYPE. Use the LE key to select a BZE32 and press
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Step 2: Adding Bus Detector

Refer to section Step 1: Adding Bus Detector to the Main Unit to assign a bus detector to the
system.

When the bus zone is connected to a BUS expander, you should define the X in the (x:yy)
display as the BUS expander ID (1,2,3 or 4). The yy represents the bus detector ID number
(up to 32) as set by the detector's DIP switches.

Step 3: Set Bus Zone Basic Attributes

Refer to section Programming Zones Attributes to define the zone parameters.

In the zone designation XY:ZZ the X represent the Bus Expander ID as set by its dip
switches.

Step 4: Programming the Bus Detectors Advanced Parameters

1. From the main Engineer menu select [2] Zones > [1] Parameters > [2] By Category >
[7] Advanced > [4] BZ Parameters .

2. Select the zone number that the bus zone was assigned to and press 8
3. Configure the parameters for the relevant bus detector.

Communication Method

1.
2.

From the main engineer programming menu: 5) Communication menu > 1) Method.
Select each method (PSTN, IP and/or GSM) and define its parameters.

1.
2.

3.

LightSYS’s menus include only those communication modules installed on-board

To establish GPRS/3G/4G communication set up the APN (Access Point Name) and Email
according to the details instructed by the cellular provider.

For IP communication set to dynamic IP (Quick key ® DD D D)

Report to Alarm Receiving Centre

You can define up to three MS accounts and several associated parameters that define the nature of
communication, event reporting and confirmation between the system and the MS.

1.

ISR

From the main engineer programming menu select 5) Communication menu and select 2)
MS.

Select the 1) Report type (Voice, SMS, IP/GPRS) for each MS and define its parameters.
Select 2) Account number and define an account number for each MS.

Select 3) Comm format to define the transmission format, SIA or Contact ID.

Go through the menus to program any other parameters for the communication with the
alarm receiving centre.

Follow Me Destinations

Now that you have set up the methods for LightSYS to communicate with the MS and the owner,
you can define the destinations to which event notifications will be sent. Up to 16 follow me
destinations can be defined in the system.

1.
2.

From the main engineer programming menu: 5) Communication menu > 4) Follow Me.
Under 1) Define FM set each destination’s:
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1. From your riscocloud log-in (p 21), click: SETTINGS > Alerts > ADD NEW
Enter recipient Name, choose the Alert Language and then the following:

®  Report Type (Voice (panel only), SMS, Email,)

®  Partitions: Specify the partitions that will initiate the Follow Me report due to a certain
event that occurred in the assigned partitions

®  The events that will be sent, organized by category (possibly including Alarms,
Set/Unset, Faults, GSM, Environmental, Miscellaneous)

®  The restore events that will be sent

®  The operations the user will be able to perform through remote connection via phone,
SMS or the Cloud

The actual destinations (telephone numbers, email addresses) are not defined within the
Programming menu.

General Settings

There are several system-wide parameters that define how the LightSYS works. All these
parameters are set with default values that apply for most installations. If you wish to modify the
default settings, go through the menus to program any other system parameter.

1.  Main System Timers

1. From the main engineer programming menu select 1) System 1)Timers
2. Select options 01 and 02 to define exit entry times.

3. Select option 03 to define siren duration time.

4. Scroll through the other options of the menu.

2

Set Up Users

As the engineer, you must set up the system’s users. The owner (Grand Master) will be allowed to

subsequently set their code.

1. From the main engineer programming menu select 4) Codes.

2. Under the 1) User option define for each user its authority level and the partitions it can
control with his code.

3. Change the default engineer code under the option 3) Engineer.

Keyfobs and 2-Way Slim Keypads

Each keyfob and keypad can be set up to perform different system functions and control different
utility outputs. Up to eight keyfobs (1-way and 2-way) and four 2-way keypads can be enrolled in
the system. The programming options vary according to whether the device is 1-way or 2-way.
Each user can be assigned with a single keyfob.

Step 1: Allocating Keyfobs and Keypads

e Allocate and calibrate the devices as described in Wireless Zones section (page 14)

Step 2: Setting Keyfob Options [for both 1-way and 2-way keyfobs]

a.  From the installer (Programming) menu, select 8) Devices > 2) Keyfob > 1) Select
User

b.  Select the user that the keyfob belongs to. and then press
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C.

Use the arrow keys to scroll between menus and the

key to select menu

options for the 1-way and 2-way keyfobs:

Options for the 1-Way Keyfob:

For each button (1-4), define its function, from the available options (see table below for
a description of options). Use the respective “Quick key” to designate an option for each
button:

Button 1 options (8 ): None, Set, Part Set, Group, PO
Button 2 options (') : None, Unset, PO
Button 3 options: None, Set, Part Set, Group, PO, Panic

Button 4 options: None, Set, Part Set, Group, PO

Description of 1-Way Keyfob Options

Quick Key | Option Description
(0] None Button disabled
(1) Set The button is used for away (full) arming of the assigned
partitions
Unset The button is used for disarming its assigned partitions

Part Set | The button is used for stay (home) arming of the assigned

2]

©
partitions

(4] Group The button is used for Group arming (Partial arming
within a partition / area) of the assigned partitions

(5) PO The button is used to operate a single programmable
output

(6) Panic The button is used to send a panic alarm

Options for the 2-Way Keyfob:

Serial Num: displays the serial number

Masking;:

Controls :

enables user / keyfob authorization granularity per partition

enables panic alarm

Code: set the PIN Code for high security mode as per system or keyfob flag

settings

PO Key (1/2/3): normally “disabled”

Description of 2-Way Keyfob Options

Quick Key | Option Description
(5} Serial No | The identifying 11-digit number of the keypad (display only)
(6] Masking: | Specifies the partitions that are controlled by the specified keypad.
(7] , (1) Controls Panic Enable: Disable/enable the issue panic alarm button

(8] PIN code

(9] PO Key 1: | The button is used to operate a single programmable output

[10) PO Key 2: | The button is used to operate a single programmable output

® POKey 3: | The button is used to operate a single programmable output

LightSYS Quick Installer Guide 19




Step3: Setting Slim Keypad Options

From the engineer (Programming) menu, select 8) Devices > 1) Keypad > keypad 1, 2,
or 3)

a.  Select the user that the slim keypad belongs to, and then press '

b.  Use the arrow keys to scroll between menus and the
options:
Available Options per Keypad Type:

key to select menu

Wired keypad :

e  Label: provide a meaningful name (see page xx for details)
e  Partition assignment: (in most cases this is left as 1)
e  Masking: enables user / keypad authorization granularity per partition

e  Controls: enables emergency, multi-view
Slim 2-way Wireless keypad:

e  Label: provide a meaningful name (see page xx for details)

e  Partition assignment: (in most cases this is left as 1)

e  Masking: enables user / keypad authorization granularity per partition
¢ Controls: enables emergency, exit beeps

e  Serial Number

. Function Key > panic, MS Listen-talk, Disable

e PO1-3

1-Way Wireless keypad :

e  Label: provide a meaningful name (see page xx for details)

e  Partition assignment: (in most cases this is left as 1)

e  Masking: enables user / keypad authorization granularity per partition
e  Controls: enables emergency

e  Serial Number

Exiting Programming Mode

1.  Set SWI -2 (Default) to OFF position.

2. Close the main box in order to prevent Front Tamper Alarm.
3. Press [*] repeatedly to return to ‘Main Menu’'.
4

Press © > to Exit and SAVE your settings.

The system will not allow exit from the Engineer mode if a “Tamper’ or ‘System Fault’
condition exists. Correct any tamper and/or system fault conditions before attempting to exit
the Engineer mode.
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Connecting the LightSYS2 to the Cloud

LightSYS2 enjoys seamless Configuration Software connectivity and can be configured to be
constantly connected to a server, enabling user Smartphone applications. When connected to the
server, the server handles all communication between the system, service providers and web users,
enabling monitoring and control to be performed via the Web. The following table summarizes the
LightSYS 2 communication and cloud connection capabilities as per installed communication
modules:

System Configuration Application Options and Connectivity Capabilities

Comm. Cloud
Module Connect
via

SynopSYS
IP Receiver &
MS Reporting
Smartphone

SMS Event
Messages
Voice Event
Messages &

gm
25
ge
S ©
D 2
&=

c &£
o O
O wn

GSM/GPRS/ GPRS/ Y = Y Y Y = Y Y

3G/4G + 3G/4G
PSTN

GPRS/3G/4G + GPRS/ Y = Y Y Y = Y Y
IP+ PSTN 3G/4G

GPRS/3G/4G + P Y Y Y Y Y Y Y Y

IP+ PSTN
IP + PSTN IP Y Y Y Y = = Y Y

To enable cloud communication:
From the Engineer menu select: 1) System > 2) Controls > 3) Communication > 4) Cloud
Enable [Y]
Or
In the Configuration Software interface: Click System > Communication Control tab > Cloud
enable checkbox
To establish IP network connection to the server using the IP or GSM/GPRS/3G/4G module:
From the Engineer menu select: 5) Communication > 5) Cloud
Or
Select the Cloud Node and specify:
1) IP Address: The server IP address (riscocloud.com or that of your organization's server)
2) IP Port: The server port is set to 33000.
3)Password — The password for server access as provided by your provider (if required). This
password MUST be identical to the Password defined in the Cloudserver. If Self-Registration
is to be performed, do not change from the default.
4) Channel: Select IP Only or GSM Only depending on the communication module in the
LightSYS. If GSM selected, APN Name must be entered in the GSM/GPRS menu.
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When in Cloud mode, the settings defined through it are applied to all reporting channels
(including MS communication and FM destination). If the cloud connection is lost/terminated
and the LightSYS reverts to Back up mode, then the direct channel communication settings
become active..

[For Configurtion Software connection] To configure the CS settings:
In the Connection Settings node > Cloud area, specify:
1.  IP Address: (as per above)
2. Port: (set to 34000)
3. CPID: System panel ID

User Definitions and System Operation

1. Instruct the user to define the actual user codes. Advise the user to change the default Grand
Master code. Help the user enroll proximity tags.

2. Instruct the user on defining and editing the Follow Me destinations.

3. For Cloud mode connections, instruct users with smartphones to download the iRISCO App
from the Apple App store or Android Play Store. Ensure that the connection between the
App and the LightSYS is established.

4. Instruct the user on the following operations, performed from the keypad, keyfobs,
smartphone or Cloud application:

® Full Set ® Part Set ® Unset

® Unset under duress ® Send a panic event ® Check the system status
® Check the system status ® Operate a programmable output

® Use the voice menu for remote operation ® Use SMS for remote operation

Testing the system

Before leaving the site, it is important to fully test the system. LightSYS has several testing tools that
help you feel confident the system will operate optimally, including relieving any concerns you may
have about the wireless communication.

From the Engineer menu, go through the tests under the 2) Testing menu:

® Main Unit noise level, buzzer, speaker and battery.
® You can test each device for communication and perform a battery test.

® For zones you can perform a Walk Test — during which you should receive a “TRIP”
from each detector, (User Menu > Maintenance > Walk test).

® GSM signal strength.

® Perform a test to ensure follow me is working (User Menu > Follow Me > Test FM).
The system is now programmed and ready for use.
For more comprehensive and detailed instructions, please refer to the LightSYS 2 Installation and
Programming Manual (5IN2048).

For user functions, please refer to the LightSYS 2 User Manual (5IN2052).

22 LightSYS Quick Installer Guide



Technical Specifications

Main

Technical Information

Input Power:

AC/DC Adaptor 100-240V 50/60Hz 14.4V —1.5A or 3A PS

Current Consumption:

60 mA, typical / 70 mA, maximum

Rechargeable Standby Battery:

1.5A PS: 12 Volts up to 7 Amp-Hours (AH), typical
3A PS: 12 Volts up to 17 Amp-Hours (AH), typical

Power Outputs:

Auxiliary Power:

1.5A PS: Total current 800mA; Maximum Aux = 500mA;
Maximum BUS (AUX RED) = 800mA

3A PS: Total current 1500mA; Maximum Aux = 500mA;
Maximum BUS (AUX RED) = 1000mA

Bell/LS (External): 12 Volts DC @ 500 mA, maximum

Programmable outputs:

UO1: Dry contact relay (24V, 1 Amps)
UO02-UO4: 100 mA, opto relay

Main Box Dimensions

RP432B Polycarbonate (1.5A PS): 290 x 254 x 97 mm
RP432BM Metal, small (1.5A PS): 264 x 299 x 80 mm
RP432BM1 Metal, large (3A or 1.5A PS): 420 x 379 x 95 mm

Operating temperature

-10°C to 55°C (14°F to 131°F)

Storage temperature

-20°C to 60°C (-4°F to 140°F)

Expanders Technical Information

LCD Keypad (RP432KP) 13.8V +/-10%, 48 mA typical/52 mA max
Proximity LCD Keypad (RP432KPP) 13.8V +/-10%, 62 mA typical/75 mA max
LCD Keypad ( RP128KP) 13.8VDC +/-10%; 100 mA maximum

Proximity Keypad (RP128KPP)

13.8VDC +/-10%; 280 mA maximum

WL Panda Keypad (RW432KPP)

3V Lithium battery (x4), 9 uA standby / 150 mA max

Wired Panda Keypad (RP432KP02),

Wired Panda Keypad with
Proximity (RP432KPP2)

13.8VDC +/-10%; 30 mA typical / 180 mA max

8 zone expansion module

13.8VDC +/-10%; 25 mA, typical / 30 mA, maximum

Bus Zone Expansion

13.8VDC +/-10%; 20 mA, typical

Wireless Expansion module

13.8VDC +/-10%; 65mA maximum
868.6-868.7 MHz (narrowband in EU) or 433.92 MHz

4 relay output expansion module

13.8VDC +/-10%; 25 mA typical / 160 mA maximum
4 Form C (SPDT) Relays.; 5 A / 24V DC

8 transistor output expansion

13.8VDC +/-10%; 25 mA typical / 40 mA maximum

module Open Collector, Active Pull-Down, 70 mA maximum
Proximity Key Reader 13.8VDC +/-10%; 70 mA, typical / 180 mA max
Digital Voice Module 13.8VDC +/-10%; 30 mA typical / 70 mA maximum

Plug In GSM/GPRS/3G/4G Module:

During Communication - 160mA; During Standby - 30mA

Plug In IP Module: 75mA maximum
Plug In Fast PSTN Modem 13.8VDC £10%; 10 mA maximum
3A SMPS Input: 16.5VAC@ 50VA (via transformer);

Output: Aux: 3A@13VDC; Bell/Siren 1.7A@13VDC
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EMC Compliance Statement

Hereby, RISCO Group declares that this equipment is in compliance with the essential requirements and
other relevant provisions of Directive 2014/30/EU. For the CE Declaration of Conformity please refer to our
website: www.riscogroup.com.

Standard Limited Product Warranty (“Limited Warranty™)

RISCO Ltd. (“RISCO") guarantee RISCO’s hardware products (“Products”) to be free from defects in
materials and workmanship when used and stored under normal conditions and in accordance with the
instructions for use supplied by RISCO, for a period of (i) 24 months from the date of delivery of the Product
(the “Warranty Period”). This Limited Warranty covers the Product only within the country where the
Product was originally purchased and only covers Products purchased as new.

Contact with customers only. This Limited Warranty is solely for the benefit of customers who purchased
the Products directly from RISCO or from an authorized distributor of RISCO. RISCO does not warrant the
Product to consumers and nothing in this Warranty obligates RISCO to accept Product returns directly from
end users who purchased the Products for their own use from RISCO’s customer or from any installer of
RISCO, or otherwise provide warranty or other services to any such end user directly. RISCO’s authorized
distributor or installer shall handle all interactions with its end users in connection with this Limited
Warranty. RISCO'’s authorized distributor or installer shall make no warranties, representations, guarantees
or statements to its end users or other third parties that suggest that RISCO has any warranty or service
obligation to, or any contractual privy with, any recipient of a Product.

Remedies. In the event that a material defect in a Product is discovered and reported to RISCO during the
Warranty Period, RISCO shall accept return of the defective Product in accordance with the below RMA
procedure and, at its option, either (i) repair or have repaired the defective Product, or (ii) provide a
replacement product to the customer.

Return Material Authorization. In the event that you need to return your Product for repair or replacement,
RISCO will provide you with a Return Merchandise Authorization Number (RMA#) as well as return
instructions. Do not return your Product without prior approval from RISCO. Any Product returned
without a valid, unique RMA# will be refused and returned to the sender at the sender’s expense. The
returned Product must be accompanied with a detailed description of the defect discovered (“Defect
Description”) and must otherwise follow RISCO’s then-current RMA procedure published in RISCO’s
website at www.riscogroup.com in connection with any such return. If RISCO determines in its reasonable
discretion that any Product returned by customer conforms to the applicable warranty (“Non-Defective
Product”), RISCO will notify the customer of such determination and will return the applicable Product to
customer at customer’s expense. In addition, RISCO may propose and assess customer a charge for testing
and examination of Non-Defective Product.

Entire Liability. The repair or replacement of Products in accordance with this Limited Warranty shall be
RISCO'’s entire liability and customer’s sole and exclusive remedy in case a material defect in a Product is
discovered and reported as required herein. RISCO's obligation and this Limited Warranty are contingent
upon the full payment by customer for such Product and upon a proven weekly testing and examination of
the Product functionality.

Limitations. This Limited Warranty is the only warranty made by RISCO with respect to the Products. The
warranty is not transferable to any third party. To the maximum extent permitted by applicable law, this
Limited Warranty shall not apply and will be void if: (i) the conditions set forth above are not met
(including, but not limited to, full payment by customer for the Product and a proven weekly testing and
examination of the Product functionality); (ii) if the Products or any part or component thereof: (a) have
been subjected to improper operation or installation; (b) have been subject to neglect, abuse, willful damage,
abnormal working conditions, failure to follow RISCO’s instructions (whether oral or in writing); (c) have
been misused, altered, modified or repaired without RISCO’s written approval or combined with, or
installed on products, or equipment of the customer or of any third party; (d) have been damaged by any
factor beyond RISCO's reasonable control such as, but not limited to, power failure, electric power surges, or
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unsuitable third party components and the interaction of software therewith or (e) any failure or delay in the
performance of the Product attributable to any means of communication provided by any third party
service provider, including, but not limited to, GSM interruptions, lack of or internet outage and/or
telephony failure. BATTERIES ARE EXPLICITLY EXCLUDED FROM THE WARRANTY AND RISCO
SHALL NOT BE HELD RESPONSIBLE OR LIABLE IN RELATION THERETO, AND THE ONLY
WARRANTY APPLICABLE THERETO, IF ANY, IS THE BATTERY MANUFACTURER'S WARRANTY.
RISCO does not install or integrate the Product in the end user’s security system and is therefore not
responsible for and cannot guarantee the performance of the end user’s security system which uses the
Product or which the Product is a component of.

This Limited Warranty applies only to Products manufactured by or for RISCO. Further, this Limited
Warranty does not apply to any software (including operating system) added to or provided with the
Products or any third-party software, even if packaged or sold with the RISCO Product. Manufacturers,
suppliers, or third parties other than RISCO may provide their own warranties, but RISCO, to the extent
permitted by law and except as otherwise specifically set forth herein, provides its Products “AS 1S”.
Software and applications distributed or made available by RISCO in conjunction with the Product (with or
without the RISCO brand), including, but not limited to system software, as well as P2P services or any
other service made available by RISCO in relation to the Product, are not covered under this Limited
Warranty. Refer to the Terms of Service at: https:/riscocloud.com/ELAS/WebUI/UserLogin/License for details of
your rights and obligations with respect to the use of such applications, software or any service. RISCO does
not represent that the Product may not be compromised or circumvented; that the Product will prevent any
personal injury or property loss by burglary, robbery, fire or otherwise, or that the Product will in all cases
provide adequate warning or protection. A properly installed and maintained alarm may only reduce the
risk of a burglary, robbery or fire without warning, but it is not insurance or a guarantee that such will not
occur or will not cause or lead to personal injury or property loss. CONSEQUENTLY, RISCO SHALL HAVE
NO LIABILITY FOR ANY PERSONAL INJURY, PROPERTY DAMAGE OR OTHER LOSS BASED ON ANY
CLAIM AT ALL INCLUDING A CLAIM THAT THE PRODUCT FAILED TO GIVE WARNING.

EXCEPT FOR THE WARRANTIES SET FORTH HEREIN, RISCO AND ITS LICENSORS HEREBY
DISCLAIM ALL EXPRESS, IMPLIED OR STATUTORY, REPRESENTATIONS, WARRANTIES,
GUARANTEES, AND CONDITIONS WITH REGARD TO THE PRODUCTS, INCLUDING BUT NOT
LIMITED TO ANY REPRESENTATIONS, WARRANTIES, GUARANTEES, AND CONDITIONS OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND WARRANTIES AGAINST
HIDDEN OR LATENT DEFECTS, TO THE EXTENT PERMITTED BY LAW. WITHOUT LIMITING THE
GENERALITY OF THE FOREGOING, RISCO AND ITS LICENSORS DO NOT REPRESENT OR
WARRANT THAT: (I) THE OPERATION OR USE OF THE PRODUCT WILL BE TIMELY, SECURE,
UNINTERRUPTED OR ERROR-FREE; (ii) THAT ANY FILES, CONTENT OR INFORMATION OF ANY
KIND THAT MAY BE ACCESSED THROUGH THE PRODUCT SHALL REMAIN SECURED OR NON
DAMAGED. CUSTOMER ACKNOWLEDGES THAT NEITHER RISCO NOR ITS LICENSORS CONTROL
THE TRANSFER OF DATA OVER COMMUNICATIONS FACILITIES, INCLUDING THE INTERNET,
GSM OR OTHER MEANS OF COMMUNICATIONS AND THAT RISCO’S PRODUCTS, MAY BE SUBJECT
TO LIMITATIONS, DELAYS, AND OTHER PROBLEMS INHERENT IN THE USE OF SUCH MEANS OF
COMMUNICATIONS. RISCO IS NOT RESPONSIBLE FOR ANY DELAYS, DELIVERY FAILURES, OR
OTHER DAMAGE RESULTING FROM SUCH PROBLEMS. RISCO WARRANTS THAT ITS PRODUCTS
DO NOT, TO THE BEST OF ITS KNOWLEDGE, INFRINGE UPON ANY PATENT, COPYRIGHT,
TRADEMARK, TRADE SECRET OR OTHER INTELLECTUAL PROPERTY RIGHT IN ANY EVENT RISCO
SHALL NOT BE LIABLE FOR ANY AMOUNTS REPRESENTING LOST REVENUES OR PROFITS,
PUNITIVE DAMAGES, OR FOR ANY OTHER INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES, EVEN IF THEY WERE FORESEEABLE OR RISCO HAS BEEN
INFORMED OF THEIR POTENTIAL.
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Contacting RISCO Group

RISCO Group is committed to customer service and product support. You can contact us through our
website www.riscogroup.com or as follows:

United Kingdom

Tel: +44-(0)-161-655-5500
support-uk@riscogroup.com

Italy

Tel: +39-02-66590054
support-it@riscogroup.com
Spain

Tel: +34-91-490-2133
support-es@riscogroup.com

USA

Tel: +1-631-719-4400
support-usa@riscogroup.com

France

Tel: +33-164-73-28-50
support-fr@riscogroup.com
Belgium

Tel: +32-2522-7622
support-be@riscogroup.com

LightSYS Quick Installer Guide

China (Shanghai)

Tel: +86-21-52-39-0066
support-cn@riscogroup.com
Israel

Tel: +972-3-963-7777
support@riscogroup.com
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RISCO product was purchased from
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All rights reserved.
RISCO Group reserves the right to amend the software and features without prior notice.

No part of this document may be reproduced in any form without prior written permission from the
publisher.
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